MOBILE FORENSICS

RLEAPP GuUIDED EXERCISE

Video walkthrough available on the Tool Walkthrough Playlist at https://youtube.com/@hexordia

Prior to going through this process please see the walkthrough on python and pip updates. The LEAPP’s
have a requirement of using python version 3.9, if you use a different version not all data may be
available.

To get started, please download RLEAPP from https://github.com/abrignoni/RLEAPP

Prior to installation, verify the hash value to the known good from the syllabus for students enrolled in
the HMFA Virtual Live course. The MD5 hash value for the RLEAPP-main.zip (Commit 45eb6b6) is
554A6D3A0D1BBFOF0745D7C745CFF756.

**|If you already have ALEAPP Installed, please move on to Set Up and Use.

Once on the github page, click “Code” and then “download zip”.
¥ main ~ ¥ 3 branches [ 6 tags Go to file Add file ~
Local Codespaces
@ abrignoni Merge pull request #136 from abrignonifin_progress .
Clone @

By scripts i0% Notes parsing
[ .gitattributes Twitter update HTTPS  SSH Github CLI
[ .gitignore new plugin modules main code https://github.com/abrignoni/RLEAPF. git [
D LICENSE Twitter update Use Git ar checkoutwith SWM using the web URL,

README.md lugi dul i d
0O m new plugin modules main code [ Open with GitHub Desktop
[ hook-plugin_loader.py new plugin modules main code

D load ZIP

D plugin_loaderlpy new plugm medules main cog8
[ requirements.txt Updated requirernents last month
[ rleapppy Fix spec 3 months ago
[ rleapp.spec Fix spec 3 months ago
D rleappGUIL py Location History 4 months ago

rlea spec new plugin modules main code months ago

leappGll.sp plugi dul i d 5 s ag
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Once downloaded, extract the contents of the zip to a location on your machine. Open the extracted

folder and type “CMD” into the toolbar. This will pull up the command prompt in the folder.

D .gitattributes
D .gitignore
[# hook-plugin_loaderpy
[ LICEMSE
E plugin_loader.py
[] README.md
| requirernents txt
[# rleapp.py
[] Heapp.spec
[# rleappGUlpy

D tleappGUlsper

27374043 250 PR

2/3/2023 850 PM

2/3/2023 850 PM

2372023 350 PM

27354043 250 PM

2/3/2023 350 PM

27372023 350 PM

2372023 350 PM

27354043 250 PM

2/3/2023 350 PM

230 2:50 PR

crmd — 2 Search RLEAPP-main
Mame Date rmodified Type
scripts 27354043 250 PM File folder

GITATTRIBUTES File
GIMGMORE File
Python File

File

Python File

hAD File

Text Docurnernt
Python File

SPEC File

Python File

SPEC File

Size

2KB

KB

2 kB

BR Cowvindows\System32emd.exe
t wWindow
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Follow the requirements and dependencies section on the GitHub page. Follow whichever direction for

the Operating System used.

Requirements

Python 3.9 or abovefolder versions of 3 will also work with the exception of one or two modules)

Dependencies

Dependencies for your python ervironment are listed in regquirements.txt . Install them using the below command,

Ensure the py partis correct for your ervironment, eg py , python , or python3 | etc,

py -m pip install -r requirements.txt
or

pips install -r requirements.txt

To run on Linux, you will also need to install tkinter separately like so

sudo apt-get install python3-tk

Toinstall dependencies offline Troy Schnack has a neat process here:
https://twitter.com /TroySchnack/status/126608532365144473675=19

Windows requirements install CMD.

B CruVindows\Systern32iemd exe - [m] x

sersynickdi\Downloads \RLEAPP-mainlpip3 install -r requirements.tsxt

Windows requirements setup after command completion.

Bl CotindowshSystem32hemd. exe = O X
i
Spr ythonypytho
pythonypython39ylibysite-p
pythonypython39ylibysite-p
Y1ibe

Regquirem
om oper
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Next, run the command line (CLI) command or graphical user interface (GUI) command based on the
Operating System and choice of program.

CLI

% python rleapp.py -t <zip | tar | fs | gz -1 <path_to_extraction: -o <(path_for_repeort_output:

GUI

% python rleappGUl.py

Help

$ python rleapp.py --help

Example of “python rleappGUI.py”

B Criindows\System32iemd.exe - python rleappGULpy = [m] x

ckdyDownloads\RLEAPP-main  python rleappGUL.py

Returns, Logs, Events, And Properties Parser
https Hgithub. com,‘abrlgnonllRLEAPP

’—Eelem Cutput Folder:

[} GronseFolder

vl

(S C O O O O C Y

Returns [di

Process | Close
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SET UP AND USE

Next select “browse file” or “folder” and “select tar/zip/gz” file type. Select “output” and then
“process”. View of processing:

@ RLEAPP version 1.0.31 - X

Returns, Logs, Events, And Properties Parser

https:#/github.com/fabrignoni/RLEAPP
a file or dire f the B B r return for —J

Browse Folder J

ul

Select Al Deselect Al | Load Profile  Save Profile

Mo Twitter Returns - Direct Messages data available
Mo Twitter Retumns - Group Messages data available
Mo Twitter Returns - Devices

CEtEE ? Pracessing completed

twitterRetumns
twitterReturns

whatsappExpd

Frocesses completed
Processing time = 00:00:06

Report generation started.
Report generation Completed.

LLLLLLLLLLLI

Report location: DARLEAPP_Reports 2023-02-06_Monday_133357

Process [ Close

Once “Ok” is selected an HTML file will popup. Expected output HTML file:

[ RLEAPP Report x | + - o X

G @ @ Fie | D/RLEAPP Reports_2023-02-06_Monday_133357 findexhtm| A oo @

SAVED REPORTS
@ Report Home Case Information
GOOGLE RETURNS MBOXES Details Device details Seriptrun log Processed files list

(1 Google Returns - Mbox - 0

Extraction location Dv/Davics Extractions/2020 CTF - Takeout zip
GOOGLE TAKEOUT ARGHIVE
© Chrome web History Extraction type zip
© Google Location Histary - Location Report diractory DARLEAPP_Reports_2023-02-06_Menday_ 133357
History

Provessing time 00:00:06 (Total 6.46875 seconds)

[ Google Play Store Devices
© Google Play Store Installs

o Y | All dates and times are in UTE unless noted otherwise!
33 Google Play Store Library
'L Google Flay Store Purchase History

2, Google Profile

‘v Goagle semantic Location History -
Activity Segments

© Google Semantic: Loation History -
Place Visits

> Saved Links - Favorite Pages

Thank you for using RLEAPP GD

Support open source and report any bugs!
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Post-closing out of the HTML file there will be a folder Iabelled
RLEAPP_Reports_(date) saved to the output location. Open the “folders” or “HTML”
files to access the data.

RLEAPP Reports_
2023-02-06_ Man

day_133357
Select “index.html” for the summary.html file. Name - Date modified
Specific artifacts may be found in their designated | _
_ _elements 2/6/2025 1:34 PM
folders.
T _KML Exports 2/6/2023 1:33 PM
T _Timeline 2/6/2023 1:33 PM
_TSW Exports 2/6/2023 1:33 PM
" Chase Returns 2/6/2023 1:33 PM

Google Returns MBOXes1_attachments_.,  2/6/2023 1:33 P

" Google Returns MBOXes1_attachments_r..  2/6/2023 1:33 PM

" Script Logs 2/6/2023 1:33 PM
" Snapchat Returns 2/6/2023 1:34 PM
T temp 2/6/2023 1:33 PM
T Twitter Returns 2/6/2023 1:34 PM
_ Whatsapp Exported Chat 2/6/2023 1:34 PM
€ Chrome Web History.html 2/6/2023 1:34 PM

e Google Location History - Location Histo...  2/6/2023 1:34 P

e Google Play Store Devices.htrl 2/6/2023 1:34 PM
© Google Play Store Installs.html 2/6/2023 1:34 PM
€ Google Play Store Library.html 2/6/2023 1:34 PM

e Google Play Store Purchase History.htrml 2/6/2023 1:34 PM
€ Google Profile.html 2/6/2023 1:34 PM
€ Google Retumns - Mbox - 0.html 2/6/2023 1:34 PM
e Google Semantic Location History - Acti...  2/6/2023 1:34 P
e Google Semantic Location History - Plac...  2/6/2023 1:34 PM

e Saved Links - Favorite Pages.html 2/6/2023 1:34 PM
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