MOBILE FORENSICS

MBoX VIEWER FOR WINDOWS WALKTHROUGH

Video walkthrough available on the Tool Walkthrough Playlist at https://youtube.com/@hexordia

To start download MBox Viewer from this websitehttps://sourceforge.net/projects/mbox-

viewer/files/latest/download

Prior to installation, verify the hash value to the known good from the syllabus for students enrolled in

the HMFA Virtual Live course. The MD5 hash value for the mbox-viewer.exe-v1.0.3.36.zip version v1.0.3.37
is 1a1c8f0f7c4a701c4dc2765922ddd655.

**1f you already have Window MBox Viewer Installed, please move on to Set Up and Use.

INSTALLATION

Select “Download.”

& sourceforge.net.

1 Windiows MBox Viewer

Windows MBox Yiewer

‘Windows eml and mbox viewer.
Status: Alpha Brought to you &y

Downloads:

Get Updates

Development of mbox viewer continues now at github: htt t By ATy [
**NOTE™": Windows Defender may sometimes report incorrectly that mbox-viewer contains malware. Please report the ¢

The file downloaded will be a .zip file.
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https://youtube.com/@hexordia
https://sourceforge.net/projects/mbox-viewer/files/latest/download
https://sourceforge.net/projects/mbox-viewer/files/latest/download
Elizabeth McPherson
I added in a screenshot of the webpage, and also a step saying that the downloaded file will need to be unzipped - feel free to keep or not.
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ForwardMails
HelpFiles
ReleasePlusStackTrace
scripts
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[= LICENSE.txt

B mboxview.exe

mboxviewtd.exe

| T ReadMe.markdown

|~ README.xt

] UserGuide.pdf

Right click and select “open” or double click the mboxview64.exe file. Depending on the system that
this is downloaded on, mboxview.exe may be selected instead.

© HexoroiA| ALL RIGHTS RESERVED

PAGE 2 0F 8




MOBILE FORENSICS

Windows protected your PC Windows protected your P(

The system may pop-up with a Windows Defender. Select “More info” and select “Run anyway”.
Options here are to “extract all” or “run.”
If option to “run” is selected this is the warning that may be presented.

Once run is selected, the Mbox viewer will automatically load after selecting “More Info” and “run
anyway” on the Window defender.

If “extract aII"i/sp{gferred, then right click the download and select “extract all.”
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[ Open in new tab
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29 Properties AlteEnter
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Once extracted navigate to the extracted file and select “mboxview64.exe.” The Mbox viewer will load.
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Downloads » mbox-viewer.exe-v1.0.3.37

MName

~ Today

=

E

LICEMNSE. txt

@ mboxviewtd exe

[~ README.xt

& UserGuide.pdf

£ ForwardMails.pdf

£ HELP.xt
HelpFiles

ReleasePlusStackTrace
scripts

ForwardMails
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SET UP AND USE
'ﬁ mboxview
File Edit View Help
FARARNEN Al Mails Faund Mails User Selected Mails Help
1} date {Local) from to

Select folder. Navigate to the appropriate folder where the data is
saved. In this example we are going to use the mail from a Google
Takeout.

Browse For Folder *

| Select folder

Google Play Store
Gooegle Shopping
Goegle Translator Toolkit
Hangouts

Home App

Location History

Mail

“ MBoxViewer

» 7 ImageCache

< JLH BF B PR

m—

» __ PrintCache

% hdans

Folder: Mail

Make New Folder OK Cancel

Select the “Mail” Folder and click “ok”.
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MOBILE FORENSICS

—ARNRAE el
=05 Mail
&2 All mail Including Spa

Click the “All mail including Spam and Trash.mbox.”

From here, click through the emails and review the information available. Data may include header

information such as Subject, From/To, date, and then the message. It may take a few moments for the
file to load.

6 mboxview

File Edit View Help

] |+ m= © Al Mails ) Found Mails () User Sefected Mails Help
=2 Mail

date (Local) . from to subject
~{8) All mail Including Spam an¢ 16/01/2020 18:06  Google Community Team <googlecommunityteam-no...  king.chester.302@gmail.com Finish setting up your new Google Account
21/01/2020 12:20 Google <no-reply@sccounts.goodle.com king.chester 502@gmall.com Security alert

Google Pixel <googlepixel-noreply @goog

Chester . Explore your Pixel 3 with these 3 steps

“Team Snapchat”™ <no_reply@snapchat.com> Confirm Your Email Address

24/01/2020 18:39 The Google Assistant Team <googleassistant-norep...  king.chester,302@gmail.com Hey Google, what can you do?

29/01/2020 13:59 “Snapchat” <team@e.snapchat.com> king. chester,802@gmail.com How to find your friends on Snapchat

19/02/2020 11:52  “Words With Friends” <notifications@t. zyngamal.com> ™ <king,chester.802@gmail.com:> You just signed in with your email

19/02/2020 11:56  Twitter <verify@twitter,com> Twitter User <king.chester,802@gmail.com> Chester, confirm your email address to get started on Twitter
15/02/2020 12:01  Twitter <verify @twitter, com: Chester <king.chester.802@gmail.com New login to Twitter from Android

21/02/2020 14:54 “Snapchat” <team@e.snapchat.com> king.chester 802@gmall.com Share more moments with friends

22/02/2020 11:54 Google <noreply-utos@google.com> king. chester 802 @gmail.com Learn more about our updated Terms of Service

ANV AT Tuwibbar cmmbifu@hither mm s Fhactar ~binm rhachar G0 @Amail me AChartarETAANTAS Fhark mik Hhe netfieatinne s baos an Tk

Subject: Confirm Your Email Address
Date: 21/01/2020 14:59  From: “Team Snapchat” <no_reply@snapchat.com>  To: “chester_russe20” <king.chester.802@gmail.com>

~\

® o

0
e Y %..eﬁ

Confirm your email?

Hi chester_russe?0,

Thanks for adding your email address on Snapchat. Please
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MOBILE FORENSICS

Additional views, include Raw Message Headers. Select “view” and select “view Raw Message

Headers.”
File Edit View Help
| ¢ | v SatusBar () Found Mais ) User Seleczad Mails Hela
B ‘-" e Message Window > loc) | from to s
&=L Mesz2ge Header Pane Layout » (202217:20 Google Community Team <googlecommurityteam-n... rafaekhel24fgmal.com [
(2022 16:58  Google <ro+eply @accounts. goode. com> 1afaekhell$Bomal.com S
«  User Selected Mails 2022 16:59 e Googe team <googe-noreply@googhe,com > a‘aelshel 24 Bgmal com R
$2022 17:01  rnoreplyBchamplan. adu rafaekhel 24ggmail.com W
I +  Wiew Raw Message Headers 22 17:08  Google <no-reply@accounts.google .com’> rafaekhel 24 8gmal.com 5
View EML 12022 17:23  Googhe Pined <pooglepixel-noreply Bgoogle. com>» rafaekhel 24 Bgmal.com R
{2022 21:55  noreply@champlain.adu rafackhelZ4@gmal.com W
b o J2022 21:57 Google <no-eply@acoounts.goegls. com > rafsekshel 24 §gmai.com 5
28/01/202222:16 Bumbke <noreply@bumble. com> rafaekhel 242 gmal.com i
0/0L/202200:36 Skopes <helo@geshpes.com> rafaekhel 24 @gmal.com G
00L/2022 12:31  Slapes <helo@getdapes.com> rafaekhel 2+ ggmal.com i
3L,00/2022 25:30  Google <noweply @accunts. googls.com> rafaskhel 22 8gmal.com s
AT AMAA Wrvaeaft arres et fosm cacees i baean sibererond o r3FaokeholTd Mol o W

Subject: Rafael, take the next step on your Windows by confirming your Google Account settings
Date: 25/01/2022 1659 From: The Google team < google-noreply@goagle.coms To: rafaekshell24@gmail com

rom 1722965523609767320@00: Tue Jan 25 21:59:27 +0000 2022
-GM-THRID: 1722965523609767320
-Gmall-Labels: Inbox, Opened,Category Updates
elivered-To: rafaelshell2d@qgmail.com
eceived: by 2002:a17:906:3b83:b0:6b5:481bzeelb with SMTP id u3cspl 371372ejt;
Tue, 25 Jan 2022 13:59:28 -0800 [PST)
AReceived: by 2002:ad4:5aab:: with SMTP id ul1me1 485897 8qv.42.1643147967856;
Tue, 25 Jan 2022 13:59:27 0800 [PST)
HC-Seal: i71; asrsa-sha?b6; 11643147967, cvonone;
degoogle com; s arc-20160816;
bIFSE #dVBujlgHUeliZnQLLyfWHJIK)inCY PiNegoE a E pAkGZE 4xaviwn INJgg/ o
A+YZEaVXud/kRX A 1Y 2| DCCPhW2SIKmin T2+ 2IrDYh 7 NIiELxAE AiNILX51#IbniSZrp
d16BIPVWUB 51 5B HiTVIIMpUS St 1 2wm CZnEDKpBDUspgdgvM T LEpIFPpahg4
UrUYGM2Zcev1 BOBOhOkoYi4zqBrL1 BEmGyck DIm bV G/ sbwDI42Wh AvzemWil bkdigg
108eVkIPdESy3p IyHm DOz Zodd Olnfg=Fld OhujjOAv+ ThpFF+NnMs 31 79 dfitnRHC
pcw=:
RC-Message-Signature: i=1: a=rsa-sha2bt; c=relaxedfrelaxed; d=google.com; s=arc-20160676;
h=tollrom:subjectmessage-id:listid:feedback-idlistunsubscribe
:precedenceireply-to.date: mime-version.dkim-signature:
bh=E95%lavj3ecDhpLZ2bd OvBIMnDIC{uPGjybs jASLMANoY O =]
b=Fllk4bEXkzrbZ2 BGINY qwnCzqPLggARK1 U0 nfdtothWkGXz5HQIMX1 rwigx¥wiNM150

The Message Header has a default view, as seen in the screenshot below.

Subject: Security alert
Date: 31/01/2022 23:30 From: Google <no-reply@accounts.google.com>  Te: rafaelshell24@gmail.com

To change to the expanded view, select “View,” “Message Header Pane Layout,” and then “Expanded.”

Subject: Rafael, take the next step on your Windows by confirming your Google Account settings
From: The Google team <google-noreply@google.com:>

To: rafaelshell24@gmail.com

Date: 25/01/2022 16:59
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