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HXD GUIDED EXERCISE  
This exercise is intended for the HMFA Virtual Live course and carves content from a file 
 

Video walkthrough available on the Tool Walkthrough Playlist at https://youtube.com/@hexordia 

To get started download HxD Hex Editor from this website: https://download.cnet.com/HxD-Hex-
Editor/3000-2352_4-10891068.html 

Prior to installation, verify the hash value to the known good from the syllabus for students enrolled in 
the HMFA Virtual Live course. The MD5 hash value for the HxDSetup.zip version 2.5.0.0 is 
2656E38DB1789CDA0B7E2F1BB7E0E74A.  

**IF YOU ALREADY HAVE HXD INSTALLED, PLEASE MOVE ON TO SET UP AND 

USE.INSTALLATION 

 

  

 

 

 

 

 

 

Click “download now”, there will be a re-direct to another page, however the download should begin 
immediately (depending on the computer settings).  

Once downloaded, there should be a file named “HxDSetup.exe. Double click to open or right click and 
select “open.” There may be a user control pop up asking if HxD is authorized to make changes. If “no” 
is selected the download will not open. If “yes” is selected the setup page will begin.  

https://youtube.com/@hexordia
https://download.cnet.com/HxD-Hex-Editor/3000-2352_4-10891068.html
https://download.cnet.com/HxD-Hex-Editor/3000-2352_4-10891068.html
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Select language. 

 

Select “next”. 

 

“Accept” and click “next.” 
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There will be a Select Destination Location (where the program will be saved). Default is program files. 
Select “browse” to change location. If utilizing the default, select “next.”  

 

Next is optional shortcuts. Select “next.” 



 

 

 

 MOBILE FORENSICS 

 © HEXORDIA| ALL RIGHTS RESERVED PAGE  4 OF 12 

 

 

 

 

 

Select “install.” 

 

Selection option(s) of choice and select “finish.” 
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. 

 

 

 

 

SET UP AND USE 
This is what the HxD program should look like.  
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A file can be opened a couple different ways. Either right click the document and select “open” with 
(select HxD Editor). 
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Or select “file” (within the HxD Editor) and select “open”. Then navigate to wherever the file of choice 
is saved. 
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Example of the output: 

 

If I want to navigate to a specific file or carve out an image (from a motion photo). Navigate to “edit” 
and “select block”. There will be a pop-up box for start-offset and end-offset. 
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Highlight the start byte and then navigate to “edit and “select block”, it will automatically put the 
offsets at that location for start and end.  

Example:  

 

Then either select the start offset or end offset to change.  When selecting the end-off set make sure 
the final byte is selected. 

 

Example: 
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The last byte of the offset would be F based on the column it falls in.  

Once the block is selected, right click and select “copy “(or CTRL-C).  
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Select “file” and “new”. Paste copied bytes into new file. To save the file, click “file” and “save as” 
(name the document).  

 

Of note, there is also an option to delete from the start of the offset to the top of the document. In the 
end offset location, enter the last digit before the file to be carved.  The starting offset in this case will 
always be all zero’s (000000) click “ok” and the block will highlight. 

  

You can now simply right click and select “delete”.  
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Then ‘file”, “save as” (name the document). This is the starting byte of the file to be carved out.  
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