MOBILE FORENSICS

HXD GUIDED EXERCISE

This exercise is intended for the HMFA Virtual Live course and carves content from a file

Video walkthrough available on the Tool Walkthrough Playlist at https://youtube.com/@hexordia

To get started download HxD Hex Editor from this website: https://download.cnet.com/HxD-Hex-
Editor/3000-2352 4-10891068.html

Prior to installation, verify the hash value to the known good from the syllabus for students enrolled in
the HMFA Virtual Live course. The MD5 hash value for the HxDSetup.zip version 2.5.0.0 is
2656E38DB1789CDAOB7E2F1BB7EOE74A.

**|F YOU ALREADY HAVE HXD INSTALLED, PLEASE MOVE ON TO SET UP AND
UsE.INSTALLATION

Home | Windows / Developer Tools / Coding Utiliies / HxD Hex Editor

¢y HxD Hex Editor

By Mael Horz FREE Editors' Rating e e e

Y DOWNLOAD NOW

o
Key Details gf HxD Hex Editor

® |nspect angl edit any file, main memory, or disk/disk image
® |ast updgied on 04/12/20

® There hfis been 1 update within the past 6 months

The cfirrent version has 0O flags on VirusTotal

bai

Click “download now”, there will be a re-direct to another page, however the download should begin
immediately (depending on the computer settings).

Once downloaded, there should be a file named “HxDSetup.exe. Double click to open or right click and
select “open.” There may be a user control pop up asking if HxD is authorized to make changes. If “no”
is selected the download will not open. If “yes” is selected the setup page will begin.

© HexoroiA| ALL RIGHTS RESERVED PAGE 10F 12


https://youtube.com/@hexordia
https://download.cnet.com/HxD-Hex-Editor/3000-2352_4-10891068.html
https://download.cnet.com/HxD-Hex-Editor/3000-2352_4-10891068.html

' MOBILE FORENSICS

» Downloads » HxDSetup.zip

Fa
MName

(] HxDSetup.exe

Select language.

Select “next”.
Setup - HxD Hex Editor = x
i

Welcome to the HxD Hex
Editor Setup Wizard

This will install HxD Hex Editor 2.4 on your computer.

It is recommended that you dose all other applications
before continuing.

Click Next to continue, or Cancel to exit Setup.

Next > Cancel

“Accept” and click “next.”
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MOBILE FORENSICS

i Setup - HxD Hex Editor = bt
License Agreement
Flease read the following important information before continuing. }'@

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

HxD License

HxD Copyright@ 2002-2020 by Maal Harz. All rights reserved. I

"Software" refers to HxD and all files belonging to the program, including
documentation.

‘Warranty disclaimer

The Software is provided "as-is", without any express or implied warranty,

ﬂlmceptthe agreament
()1 do not accept the agreement

< Back Cancel

There will be a Select Destination Location (where the program will be saved). Default is program files.
Select “browse” to change location. If utilizing the default, select “next.”

B Setup - HxD Hex Editor — x
Select Destination Location
Where should HxD Hex Editor be installad? w

Setup will install HxD Hex Editor into the following folder.

To continue, click Nexd. IF you would like to select a different folder, click Browsa,

C:\Program Files\HxD Browse...

At least 1.2 MB of free disk space is required.
< Back Next > Cancel

Next is optional shortcuts. Select “next.”
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T_ﬁ Setup - HxD Hex Editor

Select Additional Tasks
Which additional tasks should be performed? w

Select the additional tasks you would like Setup to perform while installing HxD Hex
Editor, then click Next.

Additional shortcuts:
B Create a desktop shortcut
B create a Quick Launch shortcut

< Back Next = Cancel

Select “install.”

i Setup - HxD Hex Editor o x

Ready to Install
Setup is now ready to begin installing HxD Hex Editor on your computar. w

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: -
C:\Program Files\HxD

Additional tasks:
Additional shortcuts:
Create a desktop shortcut
Create a Quick Launch shortout

< Back Install Cancel

Selection option(s) of choice and select “finish.”
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ﬂ Setup - HxD Hex Editor o

Completing the HxD Hex Editor
Setup Wizard

Setup has finished installing HxD Hex Editor on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

B view readme.bd
B Launch HxD Hex Editor

Finish |

SET UP AND USE

This is what the HxD program should look like.
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H HxD = O X

File Edit Search View Analysis Tools Window Help

D&~ @ v 16 | Windows (ANSI) v | hex v

Special editors x
Data inspector
144 0 bl
Invalid
goto: Invalid
goto: Invalid
Int16 goto: Invalid
Uint16 goto: Invalid
Int24 goto: Invalid
Ulnt24 goto: Invalid
Int32 goto: Invalid
Uint32 goto: Invalid
Int6d goto: Invalid
Uinted goto: Invalid
LEB128 goto: Invalid
ULEB128 goto: Invalid
AnsiChar / chard_t Invalid
WideChar / char16_t Invalid
UTF-8 code point Invalid
Single (float32) Invalid
Double (floatéd) Invalid
OLETIME Invalid
FILETIME Invalid
DOS date Invalid
DOS time Invalid
DOS time & date Invalid
time_t (32 bit) Invalid
time_t (64 bit) Irvalid
GUID Invalid
Disassembly (x86-16) Irvalid
Disassembly (x86-32) Invalid
Disassembly (x86-64) Irvalid
Byte order
O Little endian () Big endian

[T Hexadecimal basis (for integral numbers)

A file can be opened a couple different ways. Either right click the document and select “open” with
(select HxD Editor).

& MVIMG_202202 ile 6120K8
e & @ @ 2 O ile 1KE
Il pnaptoken.bin ile NEKR
DOpen Eriter
fo Open with 1 B Adobe Phatoshop Express
B Set as desktop background & Google Chrome
5 Rotate right @ HexWorkshop
= Rotate left i HxD Hex Editor
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Or select “file” (within the HxD Editor) and select “open”. Then navigate to wherever the file of choice

is saved.
= 8] x
| Windews (AN
Special edinors =
Daca
4 4 0 M
i ob Invilid
Lhievtd gote Imvalicd
llh el e
Uit 18 gete Invahd
int24 gobe Invelid
Uliert2d gets Irvalic
Intd2 gote Imeelid
WUietd2 gotes |mvalid
fenfid QR Invalic
[ gote Invelid
LEB12E el Invalic
ULEBTZ goto Invelid
nsilChar / chanf Ireeid
WeleChar / charll i Il
UTF-§ code pomnt Iroelicd
Sarsgle (Fleat1Z] Iraslicd
Double [ostd) Irmelic
OLETME [
ALEMME Imeealiicl
D05 date I alicd
D05 tirme Irahid
D05 time & date Irvvfid
Hime k(32 bak) Irovilied
tirme (4 bt} Il
GUD Imyalic
Diasambly (188-18) Ireveficd
Dicaszembly (136-32) Irmaalicd
Disasarmbly (136-84) Inlied
Eyin orchar
O Little envan )8 endian

(T il banes ffew inbageal narmibers)
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Example of the output:

wl HxD - [C\Users\sarah\Desktop\Android Lab\MVIMG_20220212_164314,)pg] — (] X
[ File Edit Search View Analysis Tools Window Help -/ x
BEERATIE 1 RERIA=R | Windows (ANSI) v | hex v
[ MVIMG_20220212_164314.jpg Special editors x
Offset (h) 00 Ol 02 03 04 05 Decoded text Data inspector
00000000 FF D2 FF £1 74 6F §BFAtoEXiE. . II*, l 44 0 bl
00000010 08 00 00 it :
00000020 00 00 EERRRRRE.
00000030 04 00 .
00000040 00 00 Elfta ﬁ ;55
00000050 00 00
00000060 03 00 Int16 goto: -9985
00000070 00 00 Uint16 goto: 55551
00000080 00 00 Int24 goto: -9985
00000030 02 00 Ulnt24 goto: 16767231
00000020 00 00 Int32 goto: -503326465
00000080 00 00
ooooooco €5 ec Ulnt32 goto: 3791640831
000000DO 00 O1 Int64 goto: 8666455605742917887
000000EQ 39 36 7L 72 79 00 32 30 32 32 3A 9661839zry.2022: Ulnt&4 goto: B666455605742017887
Q00000F0 30 32 36 3A 34 33 34 31 24 00 2 02:12 16:"13:14.6 LEB128 goto: -3015709569
00000100 00 S& 82 05 00 Ol 00 00 00 Cl 02 00 00 9D 82 05 .3,... e ULEB128 qote 31344026799
00000110 00 01 00 00 00 C9% 02 00 00 22 88 03 00 Ol 00 00 } .
00000120 00 02 00 00 00 27 88 03 00 01 00 00 00 32 00 00 AnsiChar/ chard t ¥
00000130 00 00 90 07 00 04 00 00 00 30 32 32 30 03 90 02 WideChar / char16_t o
000001240 00 14 00 00 00 D1 02 00 00 04 S0 02 00 14 00 00 UTF-8 code point Invalid code unit
00000150 00 ES 02 00 00 01 1 O7 00 04 00 00 00 01 02 03 Single (float32) -5.90944494403399E20
00000160 00 01 92 OR 00 Ol 00 00 00 F9 02 00 00 02 82 05 Double (floste) 2.26433851375975E271
00000170 00 01 00 00 00 Ol 03 00 00 03 92 OA 00 Ol 00 00 OLETIME valid
00000180 00 09 03 00 00 04 82 OA 00 01 00 00 00 11 03 00
00000190 ©0 05 92 05 00 01 00 00 00 19 03 00 00 06 92 05 FILETIME Invalid
000001A0 00 01 00 00 00 21 03 00 00 07 82 03 00 Ol 00 00 DOS date 7/31/2088
000001B0 00 02 00 00 00 0% $2 03 00 Ol 00 00 00 10 00 00 DOS time Invalid
000001CO 00 O 92 05 00 01 00 00 00 25 03 00 00 7C 82 07 DOS tirme & date Invalid
000001D0 00 12 52 00 00 31 03 00 00 0 82 02 00 07 00 00 time.t (32 bit) Ialid
000001EQ 00 43 55 00 00 91 82 02 00 07 00 00 00 4% 55 00 T :
000001F0 00 ©2 92 02 00 07 00 00 00 51 55 00 00 00 AQ 07 time t (64 bit) Invalid
00000200 00 04 00 00 QO 30 31 30 30 Ol RO 03 00 Ol 00 0O GUID {E1FFDBFF-6F74-7845-6966-0000<
00000210 00 01 00 00 00 02 AO 04 00 Ol 00 00 00 CO OF 00 Disassembly (x26-16) Invalid
00000220 00 03 A0 04 00 01 00 00 00 DO OB 00 00 05 AQ 04 Disassembly (x36-32) Invalid
00000230 00 01 00 00 00 60 55 00 00 17 AZ 03 00 0l 00 00 Disassermbly (x36-64) Irvalid
00000240 00 02 00 00 00 01 A3 07 00 01 00 00 00 01 00 00
00000250 00 01 A4 03 00 01 00 00 00 01 00 00 00 02 A4 03
00000260 00 01 00 00 00 00 00 00 00 03 A4 03 00 01 00 00
00000270 ©0 00 00 00 OO0 04 A4 05 00 01 00 00 00 53 55 00
00000280 00 05 A4 03 00 01 00 00 00 13 00 OO0 00 06 A4 03
00000290 00 01 00 00 00 00 00 OO0 00 OS A4 03 00 0L 00 00
000002A0 00 00 00 00 00 09 A4 03 00 Ol 00 00 00 00 00 00 Byte order
00000280 00 OX A4 03 00 01 00 00 00 OO0 00 00 00 OC A4 03 Lx. O Little endion O Big endian
000002C0 00 01 00 00 00 03 00 00 00 OO0 00 00 00 DS 01 00 .. R T
000002D0 00 40 42 OF 00 B4 00 00 00 64 00 00 00 32 30 32 .@B..°...d...202 () Hexadecimal basis (For integral numbers)
AAAAASEA 3% a7 2 29 A 20 29 94 21 25 AR G4 43 20 21 G4 9.A%-19 1£.4%.14

Offsetlhl: 0 Ovenwrite

If | want to navigate to a specific file or carve out an image (from a motion photo). Navigate to “edit”
and “select block”. There will be a pop-up box for start-offset and end-offset.

Select block *

Start-offset:

“OEnd-offeet

() Length:

© hex (O dec (O oct
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MOBILE FORENSICS

Highlight the start byte and then navigate to “edit and “select block”, it will automatically put the
offsets at that location for start and end.

Example:

Offset (h) 0O

=]
=

02 03 04 05 0 07 08 0% OA OB OC OD QE OF Decoded text

003D0ED0 6E SD BC ED RS 09 6E FS C7 61 4B 98 AB 65 5& 31 n.ls .niCaK"«hZl
003D0OEED BS5 BE 19 1A 56 25 46 19 8F T7& 70 65 30 79 B2 15 nw_ VIF. _snefw? .
003D0OEF0 54 27 11 45 TA Fl DB 1F D6 BB Cl 7B &9 3(Select block *
003D0700 56 49 08 99 92 &5 2D =0 7D 31 ED ED 50 EI

003D0710 A8 BE 82 28 E4 6F 2D R4 21 DF 6E 70 DE g start-offset

003D0720 56 R4 2E 52 OB BD 4A DA F2 FF 00 CD 85 41 30083C
003D0730 7B 94 33 60 C8 FD FE 20 TF 9C 55 CS 56 51

003D0T40 DC 04 BE 35 E4 FF 00 15 73 57 5& s& 2D Di O End-offset

003D0750 84 91 BB FE EE ES SE OL 9E E3 DS T7F 87 Ef 3D033C
003D0760 DS 27 B4 2C AB 23 08 73 B5 53 OE 7E B4 4l

003DOTT0 BB 33 62 S8 26 91 FC 87 4F 54 2F DC 51 3] OLlength

003D0780 DA Rl BS B5 60 16 48 64 F2 CS 20 185 DS E{ 1
003D0790 FE 94 DS BS 30 FB 56 59 59 E6 5C F9 &D 9

003D0OTA0 94 CB 8B CB 79 EE OB 41 1B 43 72 L& 04 9 0O dec Ooct
003D0TBO 07 B6 3B S& 94 RC 54 99 IC E2 16 37 CD 8

003D0TCO 91 E4 DB 22 2B €0 1F T7F RS 41 3& Bl 8C O —
003D07D0 BF OE Rl 7& 11 56 6F 65 8D C& 21 40 2E 4

003DOTED Fl ED SA 66 52 46 52 23 DA =1 71 22 BT NIiSTRFREU.Q" . 4
003D0TF0 SF 27 1F 8D 5C 4C CC E1 R6é C2 F2 49 E4 _#..\LIa!AoIasc#
003D0S00 EE DC CT7 A5 &7 5F 69 37 36 CO E6 S5 49 =0C¥g i76E=[Ich.

o
[21]
[21]

003DOS10 S& 15 4C 15 6F AD 6E D9 B3 4& 12 4 §.L.0.nU*J.F i-s
003D0S20 1E 76 E4 21 EA 3E 94 B2 20 3D 48 B& SVE.ERTE HENE
003D0830 3E TA OF ES 5B 73 D8 9E 54 7F FF D¢ [if§ 00 00 18 »z¥é[sezT.ylf]...

Q03D0840 66 74 TS 70 €D 7O 34 32 00 00 00 00 &% 73 6F €D ftypmp4Z....isom
003D0850 €D 70 34 32 00 00 OA 24 6D €F &F 76 00 00 00 €C mp42...S5moov...l
ONANNREN &N 76 &R F4 OO 00 00 00 TF 2N DA 75 TF 20 DA 75 mwhd. . . _B-Tlnb-Tn

Then either select the start offset or end offset to change. When selecting the end-off set make sure
the final byte is selected.

E MVIMG_20820212_164314,jpg

Offset (n) 07 08 09 OR OB OC OD OE OF Decoded text
005F9B80 94 B6 00 EE 1€ 36 D3 29 30 ?.].:@E"9.i.60)€
005F9890 03 3B 00 17 50 40 30 7& 36 ?A1.7 Z.;..P@Ez6
005FIBRI D7 BE 40 81 93 B6 00 A0 OR »I.€7.,%@."q.
005F9BB0 7F 3F 80 F1 FE 3R RO BC 4F 6>.€7ih.?€fb: WO
005FIBCO 20 3F 00 94 E2 BE 20 7F 9C @ei;»z.€2.78%.c
005F9BD0 20 3F 9L 65 TF 3F 60 91 Fz .20532€73e.2° '8
005FIBEQ 3E BB BE 15 30 3F 00 74 CF :PrM@€h>»%.€7.tk
005FIBFQ T1 35 E5 36 30 3F B3 62 7F %.5Y9..4586€7 b.
005FIC00 4F 40 00 E3 3F BB 40 13 20 7 A&:@u0R.37»@.€
005FIC10 33 B 00 3A C7 35 E2 3R 30 ?.EI%..£9.:054:€
005FIC20 2 3A 40 40 57 40 30 54 3F 2C°.?A80:@EWEET?
005FIC30 DE BE CO 7B A5 Bé 00 58 LE »x.€?7. BXA{¥I.X8
005FIC40 7F 3F EO 75 C1 3A CO 33 SE 5|>€?T".7auh:A3"
005FIC50 20 3F 00 A0 B3 BE 00 79 A7 @.&=»..€2. %.y§
005FICED 20 3F 12 80 02 20 20 06 23 g.-—5»RE?.€. €.
O05FICT0 30 [if ®=1408. O[]
Example:
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Cffset(h) 00 01 02 03 04 05 O 07 08 09 OA OB Decoded text

QJ00001ED 00 43 85 00 00 %1 92 02 00 07 Q0 00 L Ju Select block %
Q00001F0 00 %2 82 02 00 07 Q0 00 00 51 55 0O e Qo... .
Q0000200 00 04 Q0 OO0 00 30 31 30 30 01 A0 O3 00 OL g 00 v.... 0100, ..... Start-offset:
QgoQo0210 00 01 Q0 OO0 00 02 AOQ O4 00D O1 Q0 00 QOO0 COOF COf voeeve vevenn A.. 25
Q0oQo0220 00 03 AC 04 00 01 00 OO OO DO OB OO e e B.... .
00000230 00 01 00 00 00 &0 55 00 00 17 &2 03 00 A1 od oof ..... s PRS- © End-offset:
Oooonz40 I5F
Q00000250

OLength:
QoQon2To 1

Q00000280 00 05 A4 03 00 01 00 OO0 00
Q0000290 00 01 00 00 00 00 Q0 00 00
Q00000220 00 00 Q0 00 00 09 A4 03 00
Q0000280 00 OX R4 03 00 01 Q0 OO0 00
Q00Q002C0 Q0 01 Q0 00 Q0 03 Q0 00 00
QOQo02ZD0 00 40 42 OF 00 B4 Q0 00 00 €

O hex O dec O oct

The last byte of the offset would be F based on the column it falls in.

Once the block is selected, right click and select “copy “(or CTRL-C).

™ HaD - [CUsers\sarab\Desktop\Android Lab\WVIMG_20220212_164314pg]
i) File Edit Search View Analysis Tools Window Help
Y - By @~z 16 w | Windows (ANSI) wfl e
) MVIMG 20220212 164314jpg
SLfaev (k) 00 01 02 03 04 05 06 07 06 09 OA OB OC OD OE OF Decoded Text
Q0000000 93 30 €0 fPvavoExiE. .1,
00000010
Q0000020

000000
Lefeinpalrl)
R

Q0000080
0000080

T
oo

o

Q0Q000AD
Q00 000B0

QO0000Do
Q0000080
[elelufalulad 4u) Paste insent
Paste write Cirl+B

> Delete Del
[Filll selection...

Q0000140
a00ooLE0 Selectblack..  Cti+E
Select all Cerl-2

Copy offsel

Q0005200
ao0oo210
00000220
30
00000240
Q0000230
Q0000260
Q0000270
00000280

=== ===

RN
sEcSesgcaasa

BBe.tuaadaa202
2:02:12 16:43:14
NN 1T TR+ &

00 o1
000002D0 00
0000062E0 32

AR AN 97
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MOBILE FORENSICS

Select “file” and “new”. Paste copied bytes into new file. To save the file, click “file” and “save as”
(name the document).

G HxD - [Untitied]
Y Edit Search View Analysis Tools Window Help

] . Mew ColeN | =5 15 w!| Windews (ANSD | hes
% Open... Ctrl=0
a8l Unsitled !
| aera p B il
O b Save Cul-S P 04 05 06 07 08 05 OR OB OC OD Decoded text
0 b 74 €7 25 72 60 00 00 49 49 2 §oyaroEnif. II*.
o, 0D 00 6% 37
ol s Swve all " st

Close all
v e,

lmspioat. 3

Expart 3 =5 3 ;
L Print... CireP 00 00 CB 00

Recent files b s

m;u;ml_dqiimwgu (3 ll: : _ :-_ ]

RN - - - -R-R-N-R-)

CO0000FD

Q0000120
00000130 00 00
0DO00140

00000100

O0000LED O !
J00001FD 00 52 9
Q0009200
00000210
g0000220 9
00000230 ¢
00000240 OO0
00000250 900 91

Of note, there is also an option to delete from the start of the offset to the top of the document. In the
end offset location, enter the last digit before the file to be carved. The starting offset in this case will
always be all zero’s (000000) click “ok” and the block will highlight.

select block *
Start-offset:
DODO00
O End-offset:
3008368
) Length:
1

© hex (O dec (O oct

You can now simply right click and select “delete”.
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% HeD - [CAsershsarab\Deskiop\Android LabtANVIMG_20220212_ 164314 jpg]
i) File Edit Search View Analyss Took Window Help
‘N BH @~ =¥ < | efimdorws. (ANSD w| e
) MVIMG 20020217 168314jpg &) Untitled

OCLLawt(h) 00 O1 02 O3 04 0% OF 07 02 05 OA OB OC OD OF OF
Q03DI510 7
QoIpeEI0
AOIDISA0
QO3D0540
QOIDLES0
AOIDISED
Q03pas70
QoIDEEa0
AOIDOSE0
QO3D0SR0
QoILGEE0
aoIASCo
AO3IDOEDO
QUIDGSED
A0IBASFD

Q03ID0Ead
Undo

& Cut

o1 Copy
0o3p0Esn Pasteinsert
:‘_“'i:‘_?f;: Faste wrile

D3D0EAL E 1 E 1

003p06a0  EENEEE a: ¥ B X

A03IDAEAD
ADIDIER0
[kl el
a0300ED0 Select a8
003DIEED - 0 Eosyalfiel
Lkl el 2 11 ¢ e

030700
Ap3mIT10
q9oIpITI0
03070
qA03L0T40
qoIpITE0
A0IDATED

Qo3pa
A0IDATHD
Q0300 TAD
Q0Ip0TE0
AoIDATC0
a03pITD0

QOIDIRL0
AoIDaez0
Q03DIE30
QOIDIE4D €6

GOIDOEED  &D
Q03DIBED  ED
a0IDGATO OO0 OO0 03 F

Fill selection..
Selectblock..  Col+E

Decoded text

BE- . 278 oBodT. o
I.5680ixt=, . 1gb.
B, Omufy @™, ..

TE"] .m(§I10. T

B27.0.m50. 884,
Foufaws o4, B,
WA..8:7.8

- IVt
Im.i 2.4
e bEL A T

Hizgca,

PeE. f.."% TAT.F
Bofitn . 0% N,

B.ojl. i PRE1LE

Crle &
Alt-Ins

WI.™ g€l 1liFhzs
"4, [40-8! 3npEFEg
Wr.R,4T00%. .74,
[~ Eype . «UEV] 8Y
U.%0ap, .sWzi-8=,
b eplaZ, 0. +4an
B ak, U, - T7,
B 3BXE ‘00" /T0.C

Bitn'.nedd .ea=d

Then ‘file”, “save as” (name the document). This is the starting byte of the file to be carved out.
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