MOBILE FORENSICS

FQLITE GUIDED EXERCISE

FQLite is a forensic SQL browser offering data recovery and WAL file analysis features. Video walkthrough
available on the Tool Walkthrough Playlist at https://youtube.com/@hexordia

Prior to going through this process, ensure that the Java Runtime Environment (JRE) is installed. FQLite
requires a JRE of version 1.8 or above. The latest JRE may be downloaded from the following link:
https://www.java.com/en/download/manual.jsp

To get started, please download FQLite from https://www.staff.hs-mittweida.de/~pawlaszc/fqlite/

Prior to installation, verify the hash value to the known good from the syllabus for students enrolled in
the HMFA Virtual Live course. The SHA1 hash value for the fqlite_vl1.5.8.jar is
554A6D3A0D1BBFOF0745D7C745CFF756.

**1f you already have FQLite downloaded, please move on to Set Up and Use.

INSTALLATION
Once on the installation website, navigate to the latest release and download the associated jar file. A
SHA1 hash value of the file can be found underneath each package.

Download latest version

Jan 17th, 2022

Download folite_w1.5.3 jar

shal sum 55d366942852845:04f32574: 702665 e F0he02d4

What's new:

added supportt for EOWIDs even for removed records
replaced hex-edior with a faster version

sorting of date-colunns now worlcs as expected

wrong sorting of nteger-columns 13 fized

fized 155ue with last page in free page list

Jar dth, 2022 (New Tear Bdition)

Once downloaded, if Java is properly installed, FQLite may be ran by clicking on the downloaded jar file.

[£:) fglite_w1.5.8ar 2162023 11:17 Ak Executable Jar File 8,624 KB
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|£| FOLite Carving Tool

SET UP AND USE

File Info
Open a SQLite database by clicking on the open file -
icon or by heading to “File” and then “Open } ! %‘ j &2 ﬂ % g
database”. Alternatively, databases may be dragged dq open database file |

and dropped onto the databases window.

Note that opening a database for the first time in FQLite may present a software bug in which contents
of the table are presented as empty when they are actually populated. To best avoid this issue, compare
contents of the table found within FQLite with contents of the table viewed in another SQL browser such
as DB Browser for SQLite: https://sqglitebrowser.org/

|£] FOLite Carving Tool — O b4
File  Info

O%d =4
b 4 k=2
= [ main.db

il
5]

¥

DeltaForceSync | offset _id userld
[ Feed 0o/ |07B490 2 656f2edffoe7-4e55-81d3-2a75f9...
| | FeedMember 1 x[07B4A7 e
L] Friend 2| /07B4AC 1d3-3
FriendDeltaForce 3 x|07B4B5 93
Fr?endSyncState 4 4 07B4BB bey|rawg
Friendwhodddedie 5 4 07B4CT zbmPwlANIc3Npb2atemy
StarySnap 6| x|07B4DF z
TopsuggestedFriend 7| x|07B4E4 b2tlbi 1 hMTI4ZZNELAILC| el A
InkeractionMzssages 8 »07B503 KV
LocalMessageAction 9  07B509 C|lbrnfa
Message 10 x|07B513 BRATISROMMliwe
HetworkGatewayInfo 11 3 07B523 nljoiZGlyIn0. znSkxvm4
MetworkMessage 12 ,[07B53D ¥
PostableStory 13 5 07B542 4z0yhZx0AS2kzsNOZHth
[ | SeenSequencetlumbers 14| »|07B35A OWLBHGZ THtRCFXEax 50)2r_43K
| | SendToLastSnapRecipients 15 4|07B583 ZRbH1xCclU
-] sequenceMumbers 16
17 %7 - This is a deleted cell recard, It could be partlyouerriden.l EE\TSWN]‘
x
__UNASSIGNED 18 4 07B5A4 ]
Unlockables 19| 4|/07B5AC FoPRwcCu
UploadLocation 20 »|07B5SE7 Q3
suggestedFriendDelaForce 21 »|07BSED 240000
SuggestedFriendPlacement 22 ,/07B5CA MIOf s Gus OGIY2
SuagestedFriendrlacementDeltaForce 23 4 |07B5DC }U FsGl
-] am.:lro\d_metadata 24| 4|/07B5E7 fhiasLVBedSaTl-¥pChSxvjngjmuUv
- [ salite_sequence 25 5 07BG09 AIKRajmOZxC2DHDM.LB
(=) [&] main.db-wal 26 %|07B620 mMBa
FriendsFeedScore 27 x/07B628 uxz7dldA€ 0@ 0ey|pc3
[~ SequenceMumbers 28| » 07B641 odHRwEzpCL Twa o
o ] ShorySyncState 29 4 |07B656 briPwy2hhdCSjb2 1L 3NUYABfdG...
30| % 07B677 3Rvazvul

We loome

header iz okay. seems to be an sglite database file.
File forwat write wersion. 1 for legacy: & for WAL. &
File format read version. 1 for legacy; 2 for WAL, 2
Bytes of unused "reserwved" space at the end of each page. Tsually 0. 0O
Maximum embedded payload fraction. Must bhe 64.64
Minimum embedded payload fraction. Must he 32.64

Leaf payload fraction. Must be 32. 32

File change counter 28

Size of the databhase file in pages 279

The schema cookie. (offset 40) 121

Ready
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After opening a database, if an associated WAL file is found in the same directory the WAL is opened
separately. The WAL may be examined separately without applying changes to the main database.
Double-clicking on opened databases will present a list of tables held within the database.

Tables which are populated with data appear as blue text next to a database | main.db

SkorySnap
icon. Tables which are empty appear as gray text next to this icon. @ TopSuggestedFriend

InkeractionMessages

The primary key of each table is identified by a key icon next to the column name.

_id
FQLite will attempt to recover deleted entries. When deleted entries are found they are .
presented within their original tables next to an icon of a document with a red ‘x’. x
ﬂ OFfset o _id userld
0/ |07B490 2 656f2edf foe7-4e59-81d2-3a 759
1 |07B4A7 e
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