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Research Evolution

• 2018 Research by Jad 
Saliba and Jessica Hyde

• Is the data on device 
different/valuable 
compared to the cloud 
data storage? YES!



• Source: https://9to5google.com/2021/05/05/chromebook-pc-market-growth-2021/



Chromebook Market Growth
Brand Units Sold 2020

HP 4.3 Million

Lenovo 3.1 Million

Acer 1+ Million

Dell 1+ Million

Samsung 1+ Million



Varied Specs

• 32GB eMMC, 4GB RAM, 
Intel Celeron - $186

Samsung Chromebook 4 

• 512GB SSD, 16GB RAM, 
Intel Core i7 - $1700

Pixelbook



Why do we care?
• Schools!

• Bad Guys!

• Enterprise!



Research Evolution

• VTO Brews and Bytes event in Nov 
2019 

• Focused on Chromebooks



Brews & 
Bytes Event 
Focus 
Areas

Acquisition

Analysis

Hardware Analysis

Legal



Data Acquisition



Acquisition

COMPUTER CLOUD



Multiple sources of data from Google 
Chromebooks

Device

• Decrypted Logical Backup of Chrome (username/password)

• Full physical imaging (Developer Mode, Chip-off) 

Cloud

• Takeout (consent - username/password)

• Cloud Acquisition (token, username/password)

• Warrant Return



Chromebook 
Acquisition



Acquisition –
Chromebook Device
• Password?

• Daniel Dickerman Method 
(dfir.pubpub.org)

• No Password?
• Dev Mode
• Placing a device in this mode will wipe the 

device



Acquisition

Method from Daniel 
Dickerman – Validated Method

Logical decrypted partition –
with username and password

Physical Clone if device is in 
Developer Mode



Daniel Dickerman method

• https://dfir.pubpub.org/pub/inkjsqrh/release/1
• Decrypted Logical  
• 3 USBs
• 1) Bootable Chromium OS USB
• 2) Encrypted Partition Recovery USB
• 3) Physical Cloning Recovery USB

https://dfir.pubpub.org/pub/inkjsqrh/release/1


Top Tips for Acquisition!

• Yes, you need the username and passcode

• Do NOT enter any "."s in the username

• Validate language of the keyboard

• Use custom recovery version 87 recovery and below

• Like mobile not all devices have a custom recovery

• Recovery Partitions running out of space (needs to be enough free space on 
the device) - it will launch back to recovery screen (your partial should still 
be good!)

• Not all thumb drives will work for creating the recovery drive



THEY BROKE IT
Google’s update to Chrome OS version 

100 breaks the Daniel Dickerman Method



Chip-off Acquisition



Hardware Acer Chromebook N15Q9 -
Teardown



Hardware

Acer Chromebook 
N15Q9 - Teardown



Images from chip-off





Acer CB-537



Samsung 303C



Samsung 303C



Samsung 500c



Cloud Acquisition



Acquisition - Cloud

• Takeout (Credentials, Notification, Consent)

• Commercial Acquisition

• Warrant
• https://support.google.com/transparencyreport/answer/9713961?hl=en&visit_id=63

7586521246082490-2603265576&rd=1

• Google Workspace via the Google Admin Data Export Tool



Takeout Acquisition



What do you need?

Typically consent

Username and password

Access to 2FA

Access to Gmail (notification when available)

Understand notification will occur

May want a warrant return instead



Creating a Takeout

• Takeout.google.com



Legal VTO Event
• Draft Documents

• Chromebook Device 
Template

• Chromebook GoBy

• Google Affidavit

• Google Warrant



Analysis
A comparative analysis of data 
recovered from a logical 
acquisition of Chromebook as 
compared to data from a 
Google Takeout



Logical 
Chromebook 
Acquisition



What is in 
the Takeout 
.zip?



Artifacts

BROWSER GEOLOCATION MAIL SYSTEM



Browser



Browser History

• Each entry appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Histo

ry
• \home\chronos\user\History
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\History
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\History

OR
• \home\brewsbytesbetty\.config\chromium\Default\History

• SQLite DB



Web History Chromebook



Browser Cache

• Each entry appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Cach

e
• \home\chronos\user\Cache
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Cache
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Cache

OR
• \home\brewsbytesbetty\.cache\chromium\Default\Cache\data_1

• Contains individual files with guids for each cache



Browser History – Current Tabs
• Each entry appears in the following paths
• Can parse with your favorite chrome browser parser/carver
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Curr

ent Tabs
• \home\chronos\user\Current Tabs
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Current Tabs
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Current Tabs

OR
• \home\brewsbytesbetty\.config\chromium\Default\Current Tabs



Browser History – Last Tabs

• Each entry appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Last 

Tabs
• \home\chronos\user\Last Tabs
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Last Tabs
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Last Tabs

OR
• \home\brewsbytesbetty\.config\chromium\Default\Last Tabs



Browser History – Current Sessions
• Each entry appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\

Current Sessions
• \home\chronos\user\Current Sessions
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Current 

Sessions
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Current Sessions

OR
• \home\<username>\.config\Chromium\Default\CurrentSession

•



Browser History – Last Sessions

• Each entry appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Last 

Sessions
• \home\chronos\user\Last Sessions
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Last Sessions
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Last Sessions

OR
• \home\brewsbytesbetty\.config\chromium\Default\Last Session



Chrome Artifacts

Takeout\Chrome\Bookmarks.html

Takeout\Chrome\BrowserHistory.json

Takeout\Chrome\SyncSettings.json



Chrome Browser History



Browser History from Takeout



Advantage on Takeout
• Geolocations!



Chrome Extensions



Extensions



Extensions

• manifest.json contains 
useful info about the 
app

• Ex path:
• \home\chronos\user\

Extensions\jaebfnmm
kfdadhldnncpbgbghhg
mdddc\0.0.2_0\manif
est.json



Extensions

• Sync App Settings appear in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Sync 

App Settings
• \home\chronos\user\Sync App Settings
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Sync App 

Settings
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Sync App Settings

• The one in the folder with the GUID for Hide It Pro has an .ldb that contains 
the password for the doontlookhere folder



Geolocation



My Activity Maps
• Takeout\My Activity\Maps\MyActivity.html



My Activity Maps
• Takeout\My Activity\Maps\MyActivity.html



Maps (your places)
• Takeout\Maps (your places)\Reviews.json



Mail



Email

Emails have been successfully 
carved from the ‘usr\bin



Takeout Mail

Takeout\Mail\All mail Including Spam and Trash.mbox

Includes: 
- To/From email 

addresses
- Labels (Inbox, Sent, 

Opened, Unread, 
Archived, etc)

- Subject
- Date/time
- Email headers
- Email body
- Attachment parsed 

out of mbox file!



System Artifacts



Downloads



Downloads

In the downloads table:



Downloads



Downloads

• Which can be coordinated with the downloads_url_chains table 
• Also in the Chrome Browser History



Hidden Folder

• The dontlookhere directory appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\us

er\Downloads
• \home\chronos\user\Downloads
• \home\chronos\u-

532152efe238bbe139702d32ce90409ba4bf8b3a\Downloads
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Downloads



Hidden Folder

• Inside .ProgramData folder are the hidden files
• Filenames are base64 encoded
• Main Album/treasuremap.jpeg
• Main Album/treasuremap.jpg



Hidden Folder

The password is appended to 
the front of the file.

In this case the password =
‘1234567890’

True for the .jpg, .png, and 
thumbnails



Offline Storage



Offline Storage

• Offline Storage can be found at the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Gcac

he\v1\files
• \home\chronos\user\Gcache\v1\files
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Gcache\v1\files
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Gcache\v1\files



Offline Storage



Offline Storage

• Files can be saved out 
and exported. Just the 
names are changed

• Original file names and 
GUID can be found in an 
.ldb in GCache\v1\meta\



Offline Storage





Level DBs

• Mark 
Mckinnon: https://github.com/markmckinnon/Le
veldb-py 
• CCL (Alex 
Caithness) https://github.com/cclgroupltd/ccl_ch
rome_indexeddb
• Kathryn Hedley: 
https://github.com/khyrenz/parse_leveldb
• Scalyr: 
https://app.scalyr.com/leveldbdashboard?teamT
oken=

•
Hindsight from Ryan Benson also added 
support using Alex’s libraries: 
https://github.com/obsidianforensics/hindsig
ht

https://github.com/markmckinnon/Leveldb-py
https://github.com/cclgroupltd/ccl_chrome_indexeddb
https://github.com/khyrenz/parse_leveldb
https://app.scalyr.com/leveldbdashboard?teamToken=
https://github.com/obsidianforensics/hindsight


Shell Usage - .bash_history

• Each entry appears in the following paths
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\.bash

_history
• \home\chronos\user\.bash_history
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\.bash_history
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\.bash_history



Avatar

• .png file with login email as name
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\

Accounts\Avatar Images\aforensiclook@gmail.com 
• \home\chronos\user\ Accounts\Avatar Images\aforensiclook@gmail.com 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\

Accounts\Avatar Images\aforensiclook@gmail.com
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Accounts\Avatar 

Images\aforensiclook@gmail.com



My Activity



My Activity
Takeout\My Activity\Android\MyActivity.html



Profile.json



Access Log Activity - Devices

Takeout\Access Log Activity\Devices



Access Log Activity - Activities
Takeout\Access Log Activity\Activities (30 days per file)



References



Targeted Location Quick 
Reference Guides
• Chromebook:

• https:///www.magnetforensics.com/blog/chromebook
-data-locations/

• Takeout:

• https://www.magnetforensics.com/resources/targeted
-locations-quick-reference-guide-for-android-and-
google-takeouts/

https://www.magnetforensics.com/blog/chromebook-data-locations/
https://www.magnetforensics.com/resources/targeted-locations-quick-reference-guide-for-android-and-google-takeouts/


Parsing Support



Direct support in AXIOM



• https://github.com/markmckinnon/cLeapp







Want to play with an image?

• Magnet 2021 CTF has a Full 
File System of a Chromebook 
and it’s associated Takeout

• https://cfreds.nist.gov/all/
MagnetForensics/2021Chro
mebookMagnetCTF

• https://cfreds.nist.gov/all/
MagnetForensics/2021Take
outMagnetCTF

https://cfreds.nist.gov/all/MagnetForensics/2021ChromebookMagnetCTF
https://cfreds.nist.gov/all/MagnetForensics/2021TakeoutMagnetCTF


Solves -
Chromebook

• BlueMonkey 4n6

• https://youtu.be/ozYdzM3NbbI

• Stark 4n6

• https://www.stark4n6.com/20
21/05/mvs2021-ctf-
chromebook.html

https://youtu.be/ozYdzM3NbbI
https://www.stark4n6.com/2021/05/mvs2021-ctf-chromebook.html


Solves - Takeout

• BlueMonkey 4n6

• https://youtu.be/v3WAsbAkKAY

• Stark 4n6

• https://www.stark4n6.com/2021/
05/mvs2021-ctf-
googletakeout.html

https://youtu.be/v3WAsbAkKAY
https://www.stark4n6.com/2021/05/mvs2021-ctf-googletakeout.html


Questions?
Jessica Hyde  
@b1n2h3x
Hexordia.com


