MOBILE FORENSICS

AutorsyY GUIDED EXERCISE

Video walkthrough available on the Tool Walkthrough Playlist at https://youtube.com/@hexordia

To get started, please download Autopsy from https://www.autopsy.com/download

Prior to installation, verify the hash value to the known good from the syllabus for students enrolled in
the HMFA Virtual Live course. The MD5 hash value for the 64-bit 4.19.3 version is
1e49be55c6c5c568adla5a7ffdbb410c Please note, Windows Defender may flag this file, if the hash
matches, you should be good to proceed and install using the Autopsy Setup Wizard.

**|If you already have Autopsy Installed, please move on to Set Up and Use.

INSTALLATION

For the purposes of this course, DOWNLOAD 64-BIT will be utilized.

AUTOPSY DOWNLOAD  ADD-ON MC

DIGITAL FOREMNSICS

ownload Autopsy
RSION 4.19.3 FOR WINDOWS

’ DOWNLOAD 64-BIT > I

DOWNLOAD FOR LINUX AND 0S X

Autopsy 4 will run on Linux and OS X. To do so:
+ Download the Autopsy ZIP file (NOTE: This is not the latest version)
+ Linux will need The Sleuth Kit Java .deb Debian package

+ Follow the instructions to install other dependencies

3" Party Modules

3rd party add-on modules can be found in the Module github repository.

From this repository, you can download all modules or just the ones that you
want.

Older Versions

You can find other versions of Autopsy at:
+ Autopsy 4.4.0 and later: GitHub

+ Autopsy 4.3.0 and earlier: Source Forge

Advanced
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MOBILE FORENSICS

Double click the downloaded file or right click and select “Open.”
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Elizabeth McPherson
These screenshot look great! 


MOBILE FORENSICS

Select “next”.

M Autopsy Setup >

Welcome to the Autopsy
Setup Wizard

The Setup Wizard will install Autopsy on your computer, Click
"Next® to continue or "Cancel” to exit the Setup Wizard.

Back Next = Cancel

Select installation folder. Then select “next”.

M Autopsy Setup o bt

Select Installation Folder
This is the folder where Autopsy will be installed.

To install in this folder, dick "Next". To install to a different folder, enter it below or dick
"Browsa".

Folder:
| C:\Program Files\Autopsy-4.19.3} v Browse...

Advanced Installer

< Back I Next = Cancel
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[ MOBILE FORENSICS

Next select “Install.” If a pop-up occurs for User Controls, follow prompts. If “no” is selected,
installation will stop. If “yes” is selected installation will continue.

M Autopsy Setup >

Ready to Install
The Setup Wizard is ready to begin the Autopsy installation

Clhick "Install” to begin the installation. If you want to review or change any of your
installation settings, click "Back™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back # install cancel

Select “Finish”.

s
2 Autopsy Setup =

Completing the Autopsy
Setup Wizard

Click the "Finish” button to ext the Setup Wizard.
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MOBILE FORENSICS

SET UP AND USE

Once Autopsy is installed, Launch the application, and select “New Case”.

M Autopsy 4193
Case View Tools Window Help

o
+ Add Data Source . Images/Videos .Cummunicatiuns 9 Geolocation =% Timeline ’ Discovery . Generate Report .Cluse Case \

h ¥

Welcome x
| MNew Case
. Open Recent Case
. Open Case
Autopsy”
OPEN | EXTENSIBLE | FAST Close

PAGE 50F 17
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MOBILE FORENSICS

Enter a case name and select an output directory (base directory). Use “Single-User” for the Case Type.
Select “Next”.

M MNew Case Information *

Steps Case Information

1. Case Information
2. Optional Information Case MName: |Test |

| Base Directory: |E:‘|I | ' Browse

Case Type: o Single-User Multi-Jser

Case data wil be stored in the following directory:
|E:1I.Test

< Back Finish Cancel Help

The next screen allows for the input of optional case. Select “Finish”.

& New Case Information *

Steps Optional Information

1. Case Information
2. Optional Information Case

Mumber: | |

Examiner

MName: | |

Phone: | |

Emiail: | |

Motes:

Organization

Organization analysis is being done for: Mot Spedified Manage Organizations

< Back Mext = Cancel Help
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MOBILE FORENSICS

This next phase may take a bit to create.

Selr Keyword Search Service Opening Case Resources X |

Opening text index. For large cases this may take several minutes.

Cancel

r

On the Select Host screen, select “Generate new host name based on data source name and select
“Next”.

4 Add Data Source

>

Steps Select Host
1. Select Host
2. Select Data Source Type Hosts are used to organize data sources and other data.
3. Select Data Source
4, Configure Ingest o Generate new host name based on data source name
5. Add Data Source

O Spedify new host name

() Use existing host

< Back Finish Cancel Help
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MOBILE FORENSICS

The Data Source type will vary based on the image type. Android and iOS images should be loaded as
logical files rather than as an image file. Select “Logical Files” and “Next”.

M Add Data Source

Steps

Select Data Source Type

1. SelectHost

2. 5Select Data Source Type
3. Select Data Source

4, Configure Ingest

5. Add Data Source

Disk Image or WM File

Local Disk

Logical Files

Unallocated Space Image File

Autopsy Logical Imager Results

XRY Text Export

< Back

|

Finish Cancel Help
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MOBILE FORENSICS

Select “Add” and navigate to the image file. In this instance we are loading a .tar of an Android image.

Select “Next”.

M Add Data Source

Steps

Select Data Source

1. Select Host

2. Select Data Source Type
3. Select Data Source
4, Configure Ingest

5. Add Data Source

|Lom| files and folders

E:\Android 11 - Pixel 3 - Data. tar

Add

Clear

Logical File Set Display Mame: Default = Change

© HexoroiA| ALL RIGHTS RESERVED

< Back

Finish Cancel Help

PAGE 9 0F 17




MOBILE FORENSICS

Here you will select your ingest options depending on the operating system. Once configured select
“Next.”

Android Image Selection example:

& Add Data Source X
Steps Configure Ingest

1. SelectHost

2, Select Data Source Type Run ingest modules on:

3. Select Data Source The selected module has no per-run settings.

4. Configure Ingest |AII Files, Directories, and Unallocated Space e

5. Add Data Source

Recent Activity

Hash Lookup

File Type Identification
Extension Mismatch Detector
Embedded File Extractor
Picture Analyzer

Keyword Search

Email Parser

Encryption Detection
Interesting Files Identifier
Central Repository
PhotoRec Carver

Virtual Machine Extractor
Data Source Integrity
Android Analyzer (al EAPF)
DII Drone Analyzer

Flaso

‘YARA Analyzer

i0S Analyzer (LEAPF)
GPX Parser

Android Analyzer

a
a
]
]
-]
a
-]
O
O
O
O
O
O
a
U
O
O
O
a
]

Extracts recent user activity, such as Web browsing, recently us...

Global Settings

Select Al Deselect Al History

< Back Finish Cancel Help
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MOBILE FORENSICS

iOS Image Selection example:

M Add Data Source x

Steps Configure Ingest

1. Select Host

2. Select Data Source Type Run ingest modules on:
3. Select Data Source
4.
5

The selected module has no per-run settings.

Configure 1 |.l\|| Files, Directories, and Unallocated Space ~

Add Data Source

Fecent Activity

Hash Lookup

File Type Identification
Extension Mismatch Detector
Embedded File Extractor

Picture Analyzer

Keyword Search

Emai Parser

Encryption Detection
Interesting Files Identifier
Central Repository
PhotoRec Carver

Virtual Machine Extractor
Data Source Integrity
Android Analyzer (aLEAPF)
DII Drone Analyzer

Flaso

YARA Analyzer

i05 Analyzer (LEAPP)
GPX Parser

Android Analyzer

-]
a
U
a
a
e
]
O
O
O
O
]
-]
U
O
O
0J
-]
-]
O

Extracts recent user activity, such as Web browsing, recently us...

Global Settings
Select Al Deselect Al History .

< Back Finish Cancel Help
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MOBILE FORENSICS

Select “Finish”.
& Add Data Source

Steps Add Data Source

1. Select Host

2. Select Data Source Type
3. Select Data Source

4. Configure Ingest

5.

Data source has been added to the local database. Files are being analyzed.
Add Data Source

< Back Mext = Cancel Help

The bottom right-hand corner of the screen contains a status bar.

Plaza for LogcalFilesetl

Analyzing files from LogicalFileSet1 L i J&if

W3 CTF - Andeoid, e

Embedded File Extractor I . T

022 CTF - Androad.tar: Adding/updating files in case database (7173 of 35687

Analyzing fles from LogicaiFieset1 | INNE N i (2mo=.)
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MOBILE FORENSICS

NAVIGATING THE CASE

The left-hand pane allows the option to select a variety of different types of results that will be
displayed in the top-right pane. Looking at the left-hand side we see Categories such as Data Sources,
File Views, Data Artifacts, Analysis Results, and Tags. We can expand or collapse each of these
categories by selecting the “+” or “-“ to the left which will also show subcategories.

& test - Autopsy 4.19.3
Case View Tools Window Help

3 " -
: I:D:I Add Data Source ﬁ Images,Videos ﬁ Communications 9 Geolocation 1%

e

[+- @ Data Sources
E; ®| File Views
E, “ File Types
E, ¥ Deleted Files
[~ MB File Size
=B Data Artifacts
EE;--@ Communication Accounts (1)
- % Installed Programs (123)
™ Messages (10)
- Web Accounts (131)
- 4 Web Bookmarks (1)
- @ Web Cookies (135)
- = Web History (41)
g Web Search (24)
[—}Q Analysis Results
Q Encryption Suspected (3)
- [ EXIF Metadata (4)
- = Extension Mismatch Detected (1550)
User Content Suspected (4)
----- B¢ 05 Accounts

@ Tags

To view the file tree, click the “+” next to “Data Sources”, and then again for “logitalfileset_1 Host”,

“LogicalFileSet1(1)”, “2022 CTF-Android.Tar” and lastly “data”. The display will vary based on the files
processed and lastly data.
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MOBILE FORENSICS

The file tree should look something like this:

& test - Autopsy 4.19.3
Case View Tools Window Help

I:E:I Add Data Source ﬁ Images,Videos Eﬁ Communications 9 Geolocation

Lo

(=N =W0xta Sources
= LogicalFileset_1 Host

=[] LogicalFileset1 (1)

= E® 2022 CTF - Android.tar (1)
=l data (39)

i [ adb (5)
[1} app63)
~[1} backup (8)
[1} cache (5)
-[1L dalvik-cache (2)
~[1l data (205)
[0 drm ()
-1 local (2)
-L,U magisk_backup_bdeTad0bad6cesede 1333b 7774024453042
[1} media (2)
- [1L misc (40)
-1 misc_ce (1)
-1 misc_de (1)
[l nfe(
[l ota_package (2)
~[1} preloads (1)
[l property (1)
[ resource-cache (7)
[1} system (55)
[1} system_ce (1)
[1} system_de (2)
~[J} unencrypted (3)
w1 user (1)
-[JL user_de (1)
~[1} vendor (20)
- [J} vendor_ce (1)
- [J vendor_de (1)

B e o oo e e o

BT

-

[=} @ File Views
[ & File Types
E} ¥ Deleted Files
[+- MB File Size
=B Data Artifacts
Eﬂ--@ Communication Accounts (1)
- % Installed Programs (123)
™ Messages (10)
- Web Accounts (131)
- 4 Web Bookmarks (1)
- @ Web Cookies (135)
- = Web History (41)
g Web Search (24)
E}Q Analysis Results
Q Encryption Suspected (3)
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MOBILE FORENSICS

Each of the “+” options allow you to navigate through the files and folders in the “data” directory.

& test - Autopsy 4.19.3

Case View Tools Window Help

q . -
H I:E:I Add Data Source nlmagesf\ﬂdeos ﬁcammumanons 9 Geolocation :

& |2 Le]

)
“,U android (2)

“,U android.auto_generated_rro__ (2)

\,U android.autoinstalls. config. google.nexus (2)
‘U android.telephony. overlay.cmee (2)

-\U com.alitrails. alltrails {11)

-\“ com,andreid.backupconfirm (2)

“,U com.android.bips (2)

')} com.android.bluetoath (2)

\,U com.android. bluetoothmidiservice ()

‘U com.android.bookmarkprovider (2)

-\U com.android. callogbackup {2)

“,U com.android.captiveportallogin (5)

“,U com.android.carrierdefaultapp (2)

“,U com.android.cellbroadcastreceiver (2)

\,U com.android.certinstaller {2)

‘U com.android.chrome (13)

-\u com.android. companiondevicemanager (2)
“,U com.android. connectivity. metrics (2)

“,U com.android.cts.ctsshim (2)

') com.android.cts. priv.ctsshim (2)

\,U com.android.defcontainer (2)

‘U com.android.documentsui (4)

-\u com.android. dreams.basic {2)

“,U com.android.egg (2)

“,U com.android.emergency (2)

“,U com.android.externalstorage (2)

\,U com.android.hotwordenrollment. okgoogle (3)
‘U com.android.hotwardenrolment. tgoogle (3)
-\u com.android.hotwordenrolment. xgoogle (3)
“,U com.android. htmiviewer (2)

“,U com.android.inputdevices (2)

“,U com.android.internal.display.cutout.emulation. corner {
\,U com.android.internal.display.cutout. emulation. double {
‘U com.android.internal .display.cutout.emulation. tall {2)
-\u com.android.keychain {3)

“,U com.android.location. fused (2)

“,U com.android.managedprovisioning (3)

“,U com.android.mms.service (3)

\,U com.android.mtp (3)

‘U com.android. musicfx (3)

-\u com,android.nfc (4)

“,U com.android.omadm. service (8)

“,U com.android. pacprocessor (2)

“,U com.android.phone {3)

\,U com.android.printspooler {4)

-\U com.android. providers. blockednumber {2)

com.google.android. webview (2)
com.google.android. wfcactivation (4)

com.google.android. youtube (7)

! app_dg_cache (1)
L\ cache ()
|| databases (25)
-1 files (25)

)\ no_backup (4)
! shared_prefs (14)
com.google.ar.core (7)

=1...I34
16 1 &l
L=l -

com.google.inteligence.sense (5)

(rm|
t

com.google. modemservice (2)

_|
uj

e el e A bl £

© HexoroiA| ALL RIGHTS RESERVED

PAGE 15 0F 17



-

[l
53]

H

MOBILE FORENSICS

When the folder is selected from the tree that has terminal files, those files will be shown in the upper

right-hand pane with columns of metadata to the right.

- “ com.google.android. theme. pixel (2)
- U com.google.android. imezone. data (2)
- “ com.google. android. tts (&)
- “ com.google.android. videos (8)
- Jj com.google.android. wearable.app (5)
- U com.google.android. webview (2)
com.google.android. wicactivation (4)
- “ com.google.android. youtube (7)

- M app_da_cache (1)
L cache (8)

&

L files (25)

U no_backup (4)

L shared_prefs (14)

“ com.google.ar.core (7)

“ com.google.inteligence.sense (5)
- U com.google.modemservice (2)

- “ com.google.omadm. trigger (3)

Table Thumbnail Sur

MName

11219960 1670694672387| | entitystore
accounts.notifications.db

baol_tasks.db

baol_tasks.db-shm

bagol_tasks.db-wal

Modified Time

2022-02-12 17:113:02 EST
2022-02-13 00:53: 15 EST
2022-02-09 01:44:14 EST
2022-02-09 01:44:14 EST
2022-02-09 01:44:14 EST

com.google.android. libraries. youtube. common. task. Sch 2022-01-14 12:47:31 EST
com.google.andraid. libraries. youtube.common. task. Sch 2022-02-13 05:57:52 EST

com.google.android. libraries. youtube . commen. task. Sch 2022-01-25 1 7:08:57 EST

com.google.android. libraries. youtube..net.delayedeven 2022-02-13 06:57:31 EST

com.google.android. libraries. youtube..net.delayedeven 2022-02-13 08:55:43 EST

com.google.android. libraries. youtube.net.delayedeven 2022-02-13 08:55:43 EST

Size
&1440
20430
4096
JETRE
aFlz
4096
32768
119512
53248
J2TOE
40572

Location

ILogicalFileSet1)2022 CTF - Andraoid. tar/data/datalconm.go...
fLogicalFileSet 12022 CTF - Android. tar/data/datafcom.go...
ILogicalFileSet 12022 CTF - Android. tar/datajdata/com.go...
ILogicalFileSet 12022 CTF - Android. tar/datajdatacom.go...
fLogicalFileSet1/2022 CTF - Android.tarfdata/data/com.qo. ..
ILogicalFileset 12022 CTF - Andraoid. tar/data/datalcom.qo...
ILogicalFileset 12022 CTF - Andraid. tar/datajdatalcam.go. ..
ILogicalFileSet1)2022 CTF - Andraid. tar/data/datalcom.go...
ILogicalFileSet1)2022 CTF - Andraoid. tar/data/datalconm.go...
ILogicalFileSet1)2022 CTF - Andraid. tar/data/datacom.go...
fLogicalFileSet 12022 CTF - Android. tar/data/datafcom.go...

When a file in the upper-right pane is selected, the bottom pane can be used to view the file in a

MD5 Hash

5494317c31603174ca%e28161b43,
3db3da9Ealf2e7 7 3af SaeedldSe
fzb4b0190b3f 354 a585f 0059 1
3098729187 1 df885c5aedel95ee
95911 e4d3a222bb 7 ScFb9cfbs
Fzb4bi190b9F 384ca885f0cEc9b1:
ebbff4129ad0b4 10d6cSdadodaed
£34544bb021ac6331 a22bec292ab,
05F3b451186618f7 1281 862e4e 1
fr5d7333406dd4d050b13430b 5t
BC2ezdE53398562569044537 1e!

variety of ways. Below we will use the “Application” tab of the bottom pane to see the data using the

Autopsy native SQLite browsing utility.

YUOYIE _LONVET SI00N_ L GLRINY LU =51
google_conversion_tracking.db-wal
identity.db

identity.db-shm

identity.db-wal

1 PARPN A N Fay P RN L N Ay Py s ) |

[uraygsin)
2022-02-13 0902:43 EST - 506792
2022-01-25 17:05:45 EST 4096
2022-02-13 0815742 EST - 327635
2022-02-09 0144 13 EST - 61832

JLUJILAINNEIEL L SUES LT = AU, Lar o
ILoqicalFileset1 2022 CTF - Android.kar/c
ILoqicalFileset1 2022 CTF - Android.kar/c
ILoqicalFileset1 2022 CTF - Android.kar/c
ILoqicalFileset1 2022 CTF - Android.kar/c

el P e

Hex Text Application File Metadata ©OS Account Data Artifacts  Analysis Results  Cor Annotations Other Occurrences

Table |ider11:it11|I w 1 entries Page 1 of 1 - Export to CSV

id account page_id is_persona datasync_id is_unicorn  is_griffin is_teena...
QBIHIUFPS]... rafaelshelz4@gmail.com ] 112199601670694672387]| o o o

Once a file is selected from the right panel hex and metadata tabs present additional data by selecting
the “hex tab” and “File Metadata tab.”

Hex view:
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MOBILE FORENSICS

LUYILGN ISISLLEUEL W11~ HIEIULUILL L1 UG LaIIEUIE U L e ic a

=g Data 5
=& Data Sources Table Thumbnail =

= ll§ LogicalFileSet_1Host
=+ LogicalFileset1 (1)
[—- #® 2022 CTF - Android, tar (1)

- Mame Modified Time Size Location
=L data (39) .
E} "u adh (5) ,U .inflight 2022-02-12 16:43:17EST 0 ILogicalFileSet 12022 CTF - Andraoid. tarfdata/medi:
E} “U app (63) -\“ .inflight_lowres 2022-02-12 16:43:17EST 0 ILogicalFileSet 12022 CTF - Andraoid. tarfdata/medi:
- L backup (8) IMG_20220130_093319.jpg 2022-01-30 09:33:21 EST 4106138 [LogicalFileSet1(2022 CTF - Android.tar/data/medi:
- JU cache (5) =) mG_20220130_093322.jpa 2022-01-30 09:3%:24 EST 3829136  [LogicalFileSet1 2022 CTF - Android, tarfdata/medic
- [ dalvik-cache (2) —
E’ *U data (205) MVIMG_20220212_164314.jpg Z022-02-12 1&:43:17 EST 6263976 JLogicalFileSet 12022 CTF - Android.tar/data/medi:
E} “’U drm (1) @ VID_20220212_164845.mp4 2022-02-12 15048144 EST - 29034944 fLogicalFileSet1f2022 CTF - Android.tar fdata/medi:
[l local (2
[ [J) magisk_backup_bde7adibadscesede]133307774c244530d:
[=! “U media (2) Hex Text Application File Metadata O t 2 = Analysis Results © «f  Annotations Other Occurrences
E}-,U 0(11) Page: 1 of 251 Page o~ 3 Go to Page: |1 Jump to Offset Launch in Hs
[ (1) Android (2) —
=] "’U DCIM (2) 0x00000000: FF D& FF E1 75 F5 45 78 €5 €€ 00 00 4% 4% 22 00 ce.-u Exif_ II*.
. "U thumbnails (3) 0x00000010: 08 00 00 00 OD 00 €35 27 04 00 0L QO 00 00 F32 Q0 ... A
0x00000020: 00 00 25 88 04 00 01 00 OO0 00 A7 54 00 00 00 01 L . T....
[+ L) Camera (8)

0x00000030: 04 00 Ol 00 00 00 CO OF 00 00 01 01 04 00 0L 00 . ..............
0x00000040: 00 00 DO OB 00 00 OF O1 02 00 07 00 00 00 BA 00 ... ...........
0x00000050: 00 00 10 01 02 00 0% 00 00 00 B1 00 00 00 12 0L .. .......ii.....

(L infiight (1)
-\“ .inflight_lowres {1)

. Download (5) 0xO00000E0: 03 00 OL 00 00 00 01 00 00 00 1& 0L 05 00 0L 00 .oooeenonnoon...
- (1 Pictures (3) 0x00000070: 00 00 BS 00 00 00 1B 01 05 00 0l 00 00 40 CL a0
- [J) signal (1) 0x00000080: 00 00 28 OL 03 00 01 00 00 00 O2 00 00 00 31 Ol

File Metadata view:

e g e 1ot st o o 1
E}E Data Sources Table Thumbnail S
=-J§ LogicalFieset_1 Host
= LegcalFileset1 (1)
=E ;022CTF - Android, tar (1) Name Modified Time Size Location
=1 data (39) .
S b (D L inflight 2022-02-12 164317 EST 10 ILogicalFileSet 12022 ¢
’U app (63) “,U .inflight_lowres 2022-02-12 16:4317EST 0 JLogicalFileSet1 /2022
L backup (8) \ IMG_20220130_093319.jpg 2022-01-30 09:33:21 EST 4106138 [LogicalFileSet1 (2022 ¢
L cache (5) i IMG_20220130_093322.jpg 2022-01-30 09:33:24 EST 3829136 [LogicalFileSet1/2022 ¢
) dalvik-cache (2) ) .
1 data (205) G_20220212_164314jpg  2022-02-12 16:43:17EST 6265076 [LogicalFileSet1/2022
[ dm (D) &) viD_20290212_164845.mp4 2022-02-12 16:45:44 EST 290349944 [LogicalFileSet1/2022 ¢
,U local (2)
,U magisk_backup_bde7adObadécesede 1335b7774c244530d:
. media (2) Hex Text Application File Metadata Da Analysis Results o Annot
= oay Metadata
L\ Android (2) Name: ILogicalFileSet1/2022 CTF - Android. tar fdata/media/0/DCIM/Camera/IMG_202201
IU PCIM @ Type: Derived
;,U thumbnails (3) MIME Type: image fpeg
=)} Camera (6) Size: 4106138
;U infiight (1) File Name Allocation:  Allocated
B L infiight_lowres (1) Metadata Allocation:  Allocated
1\ Download (5) Modified: 2022-01-30 09:33:21 E5T
- [[l Pictures (3) Accessed: 0000-00-00 00:00:00
G- (1) signal (1) Created: 0000-00-00 00:00:00
misc (40) Changed: 0000-00-00 00:00:00
misc_ce (1) MDS: b0728absB6dc2foca5386ef2f6a0f24d
misc_de (1) SHA-256: e34ae 10ac5092ab30ch 182062F114c7a7d60808dc6e47e 1a5cdcf79572chcbb
nfe (2) Hash Lookup Results: UNKNOWN
ota_package (2) Internal ID: 34032
preloads (1)
property (1)
resource-cache (7)
system (55)
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